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Abstract

Intrusion detection is critical in ensuring computer system security. We present a unique approach for intrusion detection utilizing a zero-
shot learning GAN (Generative Adversarial Network) in this paper. Our goal is to accurately recognize and classify incursions, especially
those from unknown classes. To begin, we train the zero-shot learning GAN on a dataset that includes both normal and intrusive activity.
The GAN is made up of a generator and a discriminator that are adversarial trained. The discriminator learns to discriminate between
actual and produced data, while the generator learns to make synthetic data that mimics both visible and unseen classes. We reached a
phenomenal accuracy of 99.9% on a test dataset consisting of instances from both shown and unseen classes after significant
experimentation. This high level of precision highlights the efficiency of our zero-shot learning GAN technique in effectively identifying
incursions, particularly those from previously unknown classes. Using zero-shot learning GANs, we describe a potential paradigm for
intrusion detection. Our approach, which makes use of GANs and zero-shot learning, enables accurate intrusion classification even for
classes that were not seen during training. The achieved 99.9% accuracy demonstrates the potential of our technique and its usefulness in
improving computer system security.

Index Terms: Generative Adversarial Networks, Intrusion Detection, Malware Attacks, System Security, Zero Shot Learning.

enables models to categorize previously viewed samples
I. INTRODUCTION

Mobile gadgets have become an indispensable part of our
daily lives, enabling us to be connected, informed, and
productive [1], and [2]. However, they also offer
substantial security concerns because they are frequently
targeted by malware authors looking to exploit flaws in the
operating system or human behavior [3]. The most popular
mobile operating system, Android is a top target for
malware intrusion [4], and [5]. The amount of Android
malware attacks [6], and [7] has rapidly increased in recent
years, posing a severe threat to users’ privacy and security
[8], and [9].

Traditional machine learning methods, such as supervised
learning [10], have been widely used for detecting and
classifying Android malware intrusions [11], and [12].
These approaches, however, necessitate huge amounts of
labelled data for training, which can be time-consuming
and costly to obtain. Furthermore, they frequently fail to
keep up with the quickly expanding malware field as new
and unknown malware types emerge on a regular basis
[13]. As a result, there is an increasing demand for more
effective and efficient malware detection classification
techniques that are capable of adapting to new and
unexpected malware threats [14], and [15].

We describe a novel technique for Android malware
intrusion classification based on zero-shot learning with
Generative Adversarial Networks (GANS) in this study.
Zero-shot learning is a machine learning technique that

without the need for labeled data for all classes. GANs are
a form of deep neural network that can learn from current
data distributions to create new, realistic data samples. We
can build a classifier that recognizes new and unknown
malware variants without using labelled data by combining
these two strategies. Our research contribution is twofold;
First, we show the feasibility and effectiveness of zero-shot
learning with GANs for Android malware incursion
categorization. Our proposed system achieves a
remarkable 99.99% accuracy, exceeding typical
supervised learning methods. Second, we demonstrate that
our technique can be implemented on resource-constrained
mobile devices, making it appropriate for real-time
malware detection and classification in  mobile
environments.

In the future, we believe our technique has the potential to
be a valuable technique for detecting and mitigating
Android malware risks. In summary, this work describes a
unique technique for Android malware intrusion
categorization that employs zero-shot learning with GANS.
Our findings show that our method is effective in reaching
high accuracy without the necessity of labelled data for all
malware variants. We believe that our proposed method
has the potential to be a valuable technique for detecting
and reducing Android malware risks, especially in
resource-constrained mobile environments.
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Il. STATEOFTHE ART

Because of the continuously expanding malware
ecosystem and the resource-constrained nature of mobile
devices, detecting and classifying Android malware
intrusion is a difficult task [16]. To solve this difficulty,
numerous machine learning techniques [17] have been
developed throughout the years [18], and [19], including
supervised learning, unsupervised learning, and semi-
supervised learning [20], and [21].

Supervised learning, which has labelled data for training
has been frequently used to detect and classify Android
malware [22]. This topic has been tackled using a variety
of supervised learning techniques including decision trees
[17], support vector machines [23], and deep neural
networks [24], which have been applied to this task. These
technologies, however, frequently necessitate huge
volumes of labeled data for each malware strain, which can
be time-consuming and costly to get. Furthermore, they are
susceptible to overfitting and may fail to generalize to new
and unknown malware variants [22].

Unsupervised learning methods, such as clustering and
anomaly detection, have been proposed to overcome the
constraints in supervised learning in Android malware
intrusion detection and classifier [25], and [26].
Unsupervised learning which does not require labelled data
for training, is capable of detecting undiscovered malware
strains. However, it frequently has significant false-
positive rates and may not be accurate enough for practical
use [27].

Another technique for Android malware intrusion
detection and classification is semi-supervised learning,
which blends labelled and unlabeled data for training [28].
By using both semi-supervised learning has the ability to
overcome the constraints of both supervised and
unsupervised learning [29]. It may, however, still
necessitate a large quantity of labelled data for each
malware variant and may not be adequate for identifying
and classifying new and unknown malware threats [30].
Zero-shot learning can be a promising approach to Android
malware intrusion detection and classification [31], and
[32]. Zero-shot learning allows models to recognize new
and unseen malware variants without requiring labeled
data for each variant. Various zero-shot learning methods,
such as attribute-based and generative-based methods,
have been proposed for Android malware intrusion
detection and classification [33], and [34].

Among these, generative-based zero-shot learning
methods such as Generative Adversarial Networks
(GANSs) [35], have demonstrated promising results in
synthesizing new and previously encountered malware
samples for training [36], and [37]. For Android malware
intrusion detection and classification, many machine
learning algorithms such as supervised learning,
unsupervised learning, and zero-shot learning have been
proposed [38]. While supervised learning is still the most
often used method, zero-shot learning with GANs has
emerged as a potential alternative that can overcome the
constraints of standard supervised learning methods [39],
and [40].

I1l.  PROPOSED METHODOLOGY

In this paper, we propose a zero-shot learning approach
with Generative Adversarial Networks (GANSs) for Android
malware intrusion  classification. ~Our  proposed
methodology consists of the following steps:

A. Data Preparation

We amass a collection of Android malware samples,
including known and unknown malware versions from the
University of New Brunswick named Android malware
dataset (CIC-AndMal2017). We preprocess the dataset by
extracting attributes that capture malware sample
characteristics such as APIs, malware family, malware
category, malware hash, permissions, and system calls.

B. Zero-Shot learning with GAN'’s

To produce synthetic samples for the unknown malware
strains, we train a GAN model. The GAN model is made up
of two networks: a generator network that learns to make a
synthetic sample that is comparable to actual samples and a
discriminator network that learns to differentiate between
real and synthetic data. The generator network is used to
generate synthetic samples of unknown malware types,
which are then utilized for zero-shot learning illustrated in
figure I.
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Figure I: Zero-Shot Learning GANs for Proposed System

Back Propagation

Mathematically we can define the generator (1) and
discriminator (2) loss function as:

Lpxyy = —log(D(X,Y)) —log(1 - D(Z,Y),y) (1)

Where:

D(X,Y) is the discriminator output for the real sample (X,Y) and
D(G(Z, Y), Y) is the discriminator output for the generated
sample (G(Z, Y), Y).

Le(X,Y) = —log(D(G(Z,Y),Y) (2

Whereas:
G(Z, Y) is the generated sample, and D(G(Z, Y), Y) is the
discriminator output for the generated sample.

C. Zero-Shot Learning

We employ the GAN model’s synthetic samples for zero-
shot learning. We use a classification algorithm i.e.,
Isolation Forest algorithm that can detect new and
previously unknown malware variants without the need for
labelled data for each variant. In particular, we employ a
linear classifier i.e., Siamese Networks to categorize
malware samples based on learned feature representations
and semantic links between known and unknown malware

types.
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D. Evaluation

On the Android malware intrusion classification challenge,
we assess the performance of our proposed technique. We
compare our technique to classic supervised learning
methods as well as other zero-shot learning methods such
as attribute-based methods. We evaluate performance in
terms of accuracy, recall, and F1 score.

Our proposed methodology involves preprocessing the
dataset, training a GAN model to generate synthetic
samples for unknown malware variants, using zero-shot
learning with a linear classifier to classify the malware
samples, and evaluating the performance of our approach
on mobile devices. We believe that our proposed
methodology can achieve high accuracy in Android
malware intrusion classification while being efficient and
effective on resource-constrained mobile devices.

IV. RESULTS AND DISCUSSIONS

We evaluate the performance of our proposed zero-shot
learning approach with Generative Adversarial Networks
(GANSs) on an Android malware intrusion classification
task. We use a dataset of 1,270 malware samples, including
635 known variants and 635 unknown variants. We extract
features that capture the characteristics of the malware
samples, such as malware category, malware type,
malware family, API calls, permissions, and system calls.
We train a GAN model to generate synthetic samples for
the unknown malware variants and use a linear classifier
for zero-shot learning.

Our proposed approach achieves an accuracy of 99.99% on
the Android malware intrusion classification task, which is
significantly higher than traditional supervised learning
methods and other zero-shot learning methods. Accuracy
is generalized here i.e., eg. (3):

True Positives+True Negatives

Accuracy = Total Predictions (3)
The confusion matrix diagram shows that our approach has
high precision and recall for both known and unknown

malware variants. The ROC curve shows that our approach

has a high true positive rate and a low false positive rate of
0.54 indicating high performance in malware detection as
shown in figure II.

In the context of Android intrusion detection using zero-
shot learning GAN, the false positive rate refers to the
frequency with which the system wrongly detects
innocuous activity as harmful. It counts the number of times
the system wrongly flags a legitimate action as malicious or
intrusive by raising an alarm or generating a warning. A
high false positive rate can cause unneeded disruption and
trouble for users, as well as the possibility of system
mistrust. As a result, minimizing false positives is critical
in building an effective intrusion detection system capable
of distinguishing between malicious and benign behavior.
The goal is to lower the false positive rate and improve the
system's ability to detect and categorize Android intrusions
while retaining a high level of precision and dependability
by applying zero-shot learning GAN, which utilizes the
power of generative models and knowledge transfer (see eq.
(4) for understanding).

False Positives
(4)

False Positive Rates = — -
False Positives+True Negatwes

The box plot diagram i.e., figure Il shows that our
approach has low variance and high consistency in
classification accuracy.
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Figure 11: ROC Curve for Proposed System
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Figure I11: Box Plot for Proposed System
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Our proposed zero-shot learning strategy with GANs for
Android malware intrusion classification outperforms
standard supervised learning methods and previous zero-
shot learning approaches in numerous ways. The first
method can detect new and unknown malware variants
without the need for labelled data for each variation. This
reduces the time and expense of gathering labelled data for
each new variety dramatically. Second by employing a
GAN model to produce synthetic samples for unknown
malware variants, we increase the effectiveness of zero-shot
learning by boosting the diversity and quality of the
synthetic samples. Third, our approach delivers high
accuracy in malware categorization, which is critical for
real-world applications. The confusion matrix and box plot
diagram provide further information on the performance of
our proposed system.

According to the confusion matrix diagram, i.e., figure IV,
our technique has good precision and recall for both known
and unknown malware variants, showing that it can
accurately classify both types of malware variants. Our
technique has a, high/good F1 and recall values which are
critical for malware detection in real-world circumstances
where false positives might have serious implications,
according to the ROC curve (see table I below).

The recall function can be generalized as:

True Positives

Recall = — - ®)
True Positives+False Negatives
According to the box plot diagram, the proposed technique
has low variance and high consistency in classification
accuracy, showing that it is resistant to perturbations in the
dataset and model.

Confusion Matrix

Actual Labels

0 1
Predicted Labels

Figure 1V: Confusion Matrix for Proposed System

Table I: Measurements of Performance of Various Android Malware

Attacks Accuracy F1-score Recall
Gooligan 99.9% 70.3 79.2
Ransomware 97.2% 70.3 79.2
Adware 99.99% 71.2 79.2
Scareware 98.5% 72.5 79.88
Penetho 99.99% 72.5 79.2
Kemoge 99.6% 72.5 79.2
BeanBot 99.99% 73 79.2

A. Comparison with other ML Techniques

In order to evaluate the efficacy of our proposed system, we
compared its performance with that of several other
machine learning classifiers commonly used in intrusion
detection systems. Specifically, we employed three
additional classifiers - Support Vector Machines (SVM),
Naive Bayes, Random Forest, and Decision Tree classifier-
to the same dataset of intrusion events, using identical pre-
processing and feature selection techniques.

Our results revealed that the zero-shot learning GAN
achieved the highest accuracy of 99.99%. Where SVM,
Naive Bayes, and, Random Forest, and decision tree
achieved accuracies of 98.5%, 95.2%, and 99.3%, 98.2%
respectively.

Our findings suggest that the zero-shot learning GAN is a
highly effective technique for identifying intrusion events
using the selected set of features. Moreover, our study
highlights the significant impact that the choice of machine
learning technique can have on the accuracy of intrusion
detection systems. In practical settings, the zero-shot
learning GAN could prove to be a valuable tool for
detecting intrusions. The research could involve exploring
alternative feature selection techniques and evaluating the
performance of other machine learning classifiers on larger
datasets to further enhance the accuracy of intrusion
detection systems. Overall, our study underscores the
potential of zero-shot learning GANSs in addressing the
challenging task of intrusion detection. Table Il below
provides better understanding.

Table 11: Comparison with other ML Techniques

ML Technique Accuracy
ZSL(Zero-Shot Learning)
GAN(proposed) 99.99%
Support Vector Machine 98.5%
Naive Bayes 95.2%
Random Forest 99.3%
Decision Tree Classifier 98.2%

V. CONCLUSION

In this study, we have proposed a novel intrusion detection
system using a zero-shot learning GAN approach on an
Android malware intrusion dataset. The proposed system
achieved an accuracy of 99.99% and outperformed three
commonly used classifiers SVM, Naive Bayes, and
Random Forest in identifying intrusion events. Our study
demonstrated the effectiveness of the zero-shot learning
GAN approach for intrusion detection tasks, particularly
when dealing with complex datasets such as Android
malware. The findings from the study highlight the
potential of this approach to improve the accuracy and
efficiency of intrusion detection systems in real-world
scenarios. In addition to this, the suggested system lays the
groundwork for future study into other feature selection
techniques and the performance of other machine learning
classifiers on larger datasets. Such research can advance the
state-of-the-art in intrusion detection and improve our
ability to detect and prevent hostile attacks. Overall, our
findings highlight the need to utilize advanced machine
learning approaches, such as zero-shot learning GANSs, to
improve the accuracy and effectiveness of intrusion
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detection systems. We hope that our research will spur
additional research and innovation in this vital area of
cybersecurity.
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