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Abstract 

Dynamic navigation devices like Global Positioning Systems (GPSs) are deployed for various purposes in different areas and these devices 

are usually the central point of interest of various groups like hackers to exploit the data sent and received by GPS systems. The GPS data 

is usually manipulated using spoofing attacks. This paper proposes a robust solution to the spoofing attacks carried out to manipulate, 

control and modify the location sharing of smart containers. The primary focus of this paper is securing the GPS information shared by the 

smart containers. The location shared by the smart containers is secured by encrypting it with Pretty Good Privacy (PGP) algorithm to 

avoid spoofing attacks in particular. The encrypted GPS location is sent across any communication channel. The receiver side will decrypt 

the encrypted GPS location at the receiving end. Hence, using this method of PGP encryption will ensure the safe and secure sharing of 

GPS location by the smart containers. As a result, GPS security has been improved by 80%. 

. 

 

Index Terms: Global Positioning System, Pretty Good Privacy, Spoofing, Encryption, Decryption. 

 

I. INTRODUCTION 

The capability to trace the locations of devices is significant 

in today's world from the perspective of security-critical 

applications. Smart containers are the fundamental and 

integral part of logistics and supply chain management 

companies which control different commodities ranging 

from as simple as daily use goods to as complex and high-

value commodities to expensive electronic products [1-3]. 

Similarly, apart from smart containers location of public 

transport vehicles has also become important and needs to 

be constantly monitored [4-6]. The majority of the location 

tracking devices used in the above-mentioned, devices 

make the usage of Global Positioning System (GPS) 

location [7]; which is calculated to be used by almost 8 

billion devices in 2020 [8]. Twenty-four satellites revolving 

in six orbits at the height of about 20,200 km from the 

Earth’s surface are a part of the space segment. These have 

an inclination angle of 55 degrees. The primary purpose is 

the assurance that 24 satellites are available. On the 

contrary, master control stations and the control uplink 

stations are a part of the control segment. The master 

control stations are located in Colorado, containing 3 

control uplink stations [9]. Despite the wide range of usage 

of GPS for tracking, still it is not considered safe and secure 

due to its vulnerability to spoofing attacks. The 

vulnerability of GPS attacks comes as a result of lacking the 

authentication mechanism of its incoming signals to the 

receiver. Spoofing attacks on machines using GPS device 

for navigation has become common. It has become easy to 

misguide a ship using GPS location for navigation purposes 

[10], or land an Unmanned Aerial Vehicle (UAV) by an 

intruder [11], or forge the present location in a road safety 

navigation system [12], as a result of GPS signal spoofing 

attempts. Spoofing attacks can be carried out using different 

radio hardware devices. There have been various solutions 

proposed including cryptographic [13-15], and non-

cryptographic [16-22] techniques to stop and reduce 

spoofing attacks. The countermeasures adapted against the 

mitigation of spoofing attacks have proven to be futile due 

to two main reasons. Firstly, these methods are mostly not 

reliable and mostly don't address spoofing attacks correctly 

which leads to an unnecessary and large number of false 

notifications of spoofing attacks. Secondly, the 

countermeasures implemented are proven to have been 

effective against inexperienced attackers that are unable to 

find the loopholes in software and hardware systems. 

Different anti-spoofing techniques [23]; have been also 

used to counter the spoofing attacks are given as to be using 

Wide Area Augmentation System (WAAS) message 

authentication, time arrival approaches, an antenna to 

differentiate arrival direction, and differentiating and 

utilizing estimation models ‘PyCode’ [24]; is yet another 

improved anti-spoofing particle filter. It has also been used 

for the detection of spoofing-jamming and spoofing 

jamming suppression. Regarding GPS design, the Substrate 

Integrated Waveguide (SIW) technique holds immense 

importance as it enlightens the productivity-based aspects 

in multiple ways. Implementing a Band Pass filter done 
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through the SIW technique results in compact sizing for the 

filter [25]. 

The process of cryptography is carried out using the process 

of encryption and decryption. The process of encryption is 

also termed’ scrambling’ and the process of decryption is 

also termed ‘unscrambling’. So fundamentally plain text is 

converted into cipher text. The plain text can be explained 

as the original text or original data. Certain mathematical 

rules are used to carry out the process of encryption and 

decryption. Pretty Good Privacy or PGP, in other terms, 

uses the principle of cryptography to convert plain text into 

cipher text. Electronic mail is encrypted with PGP and the 

concept was introduced by Phil Zimmermann in the year 

1991. The initial PGP algorithm introduced in 1991 didn’t 

get wider acceptance as it didn’t contain distinguished 

techniques for encryption. The PGP has recently achieved 

wider acceptability due to more secure algorithms, its 

existence on the web, and most importantly being freeware. 

Similarly, one of the reasons for its wider acceptability is 

the fact that it is neither controlled by any organizational 

standard and government nor it is in extensive 

development. Any process of encryption that involves a 

PGP algorithm for the conversion of plain text into cipher 

text involves the following four main steps: 

 

1. Authentication 

2. Confidentiality 

3. Compression 

4. Compatibility with Email 

 

All the above steps are implemented to design the Android 

application. Each step is explained briefly in the following 

section as to how they can be related in this case. The 

purpose of this project is to design an Android application 

that hides GPS positions. PGP is the best encryption system 

available, secondly only to military-grade encryption, as 

previously mentioned. As a result, to hide GPS location, the 

PGP encryption technology is used. The purpose of hiding 

GPS position is to prevent spoofing attacks, which alter the 

substance of GPS signals. This application encrypts the 

GPS coordinates with the PGP encryption technique using 

a public key on the sender node, and the private key is used 

to decrypt the GPS coordinates on the receiver node. This 

method of protecting information between two legitimate 

stations is highly realistic. 

II. PROBLEM STATEMENT 

The data that is processed on software, hardware, and other 

electronic devices has vulnerabilities that can be exploited 

to inflict system damage. In smart cars, GPS transmission 

is a must-have feature. In the digital supply chain, 

intelligent cars are crucial machines. In order to manage the 

supply chain properly, it is important to share the location 

of smart cars. The location signals, on the other hand, can 

be gathered, altered, or regenerated, leading to erroneous 

smart container location sharing. The major purpose of this 

study is to use PGP encryption techniques to provide a solid 

defense against GPS spoofing assaults. According to this 

research, the smart container has a GPS tracking device 

installed, which will extract the GPS location, and the smart 

container's location will then be encrypted using the public 

key of the receiving station. The GPS signals are encrypted 

before they are sent over the communication channel. A 

GPS signal encrypted with the PGP approach is 

indecipherable without a private key. The GPS location of 

the smart containers will be protected in this way from GPS 

spoofing efforts. 

III.   PROPOSED ALGORITHM 

A. Analysis and Design 

In the first step, a thorough analysis of the encryption and 

decryption process is carried out to obtain a better 

understanding of scrambling and unscrambling of data. 

Subsequently, the PGP algorithm is studied to understand 

the process of conversion of plain text to cipher text and 

vice versa. For the design step, a Flutter-based application 

is designed for the Android operating system to implement 

the PGP algorithm for the encryption of GPS location sent 

by smart containers. The application designed for the 

implementation of the PGP algorithm generates a pair of 

keys termed as the public key and private key on both ends. 

The private key of the user is kept in the application, while 

the public key of the users is exchanged with each other. 

The application designed needs an email ID and a password 

for signing up. The application uses the email ID to 

generate the public key and the password to generate the 

private key for the user. For the authentication of a user, a 

firebase administrator has to approve and authenticate the 

request of a user for signing up. The authentication process 

gives more control and security to applications to avoid 

harmful intruders. 

B. Strategy Adapted in Android Application 

The following steps are taken while implementing the 

application design in Flutter. The encryption process as the 

application is designed will be installed on both the stations 

including the smart containers and the user that is 

requesting the location of the smart container. Both the 

user and the smart containers are assigned public and 

private keys. The public keys are exchanged with a 

requesting user if the authentication of the user is approved 

by the database administrator. Once requested by a user for 

sending the GPS location, the application installed on the 

smart containers will encrypt the GPS. The encrypted file 

is provided to the requesting party, along with the location 

of the smart container and the user's public key as shown 

in Figure 1. 

 

 
Figure 1: Block Diagram Showing Encryption Process 

 

In the decryption process upon receiving the encrypted 

GPS location from the smart container, the user decrypts 

the encrypted file. Figure 2 shows how to extract a file with 

its private key and the smart container's actual location. 
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Figure 2: Block Diagram Showing Decryption Process 

 

The machine running the application will wait for the 

request to be received from the user and approved by the 

administrator. Once an approved user's request is received, 

the program will fetch its GPS coordinates using the 

embedded GPS device. The GPS requesting the user's 

public key will be used to encrypt coordinates using the 

PGP technique. The encrypted GPS coordinates will be 

subsequently shared with the requesting user and the 

program control loop will again go to the waiting loop to 

receive a request from the next user. 

When the user requests the GPS location of the smart 

container. The smart container sends an encrypted GPS 

location back to the requesting user, this time the location 

sent is an encrypted location, encrypted with the user's 

public key. The user on receiving the encrypted location 

uses its private key to decrypt the location coordinates. 

C. PGP Steps 

The following steps are ensured for the implementation of 

the PGP algorithm: 

 

a) Authentication: 

Authentication is the rudimentary step in implementing the 

PGP algorithm. It is fundamentally a validation step that is 

used to authenticate a genuine user and avoid unwanted 

intruders. This step is important to safeguarding the data. In 

this paper, the authentication step is implemented using a 

firebase administrator. The requests coming from users are 

approved by the firebase administrator after validating the 

identity of the user. Once the request of a user is approved 

by the firebase administrator, public and private keys are 

assigned to the user for encryption and decryption of data 

respectively. The process of authentication in the 

application design is explained in Figure 3. In which a user 

submits data for a signup, and the status of the user goes 

pending until the firebase administrator validates the user. 
 

 
Figure 3: Block Diagram Showing the Authentication Process 

 

b) Confidentiality: 

Confidentiality is the second step in the implementation of 

the PGP algorithm. The symmetric block encryption as 

shown in Figure 4 explains the confidentiality process in 

PGP. 
 

 
Figure 4: Block Diagram Showing the Implementation of 

Confidentiality Process 

 

c)     Integrity: 

Integrity is when the GPS location is encrypted by using 

the PGP algorithm. The encrypted location shared on the 

channel cannot be changed or modified. The integrity of 

GPS location in the application design is ensured by the 

usage of a digital signature. The digital signature is the 

combination of private key encryption and hashing as 

shown in Figure 5 and Figure 6 respectively. To obtain the 

digital signature, hashing process is used to make a hashed 

GPS location. The user's private key sent is combined with 

the hashed GPS coordinates and hence the digital signature 

is obtained in this manner. 
 

 
Figure 5: Block Diagram Shows Creation of Digital Signature on the 

Sender’s End 
 

 
Figure 6: Block Diagram Shows Digital Signal Verification on the 

Receiver’s End 

 

D. Mathematical Background 
 

a) Creation of a Cypher Text: 

PGP encryption algorithm ciphers or transforms the 

original data into a cypher text, the mathematical 

expression for creating cypher text in the PGP algorithm 

is, the 

‘Set of keys’ are generated for every user. This set of keys 

contains a combination of private and public keys where 

the public keys of every user are present in the public key 

register.  
 

Cipher text is generated by: 

 

c = ENCRYPT (m) = me mod n  
 

where; 

 input m is the message,  

e is the receiver’s public key and  

output c is the generated cipher text.  

 

The actual message is encrypted with the shared key using 

a traditional encryption algorithm. This construction 
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makes it possible to encrypt a message of any length with 

only one exponentiation.  

 

b) The decryption of a Cypher Text: 

 

Formula for decryption of cypher text is:  

 

m = DECRYPT (c) = c d mod n 

 

The relationship between the exponents e and d ensures 

that encryption and decryption are inverses, so that the 

decryption operation recovers the original message m, 

without the private key n, d. Consequently, n and e can be 

made public without compromising security, which is the 

basic requirement for a public key cryptosystem. 

 

c) Digital Signature: 

The fact that the encryption and decryption operations are 

inverses and operate on the same set of inputs also means 

that the operations can be employed in reverse order to 

obtain a digital signature scheme following "Diffie and 

Hellman’s" model.  

A message can be digitally signed by applying the 

decryption operation:  

 

s = SIGN (m) = m d mod n  

 

The digital signature can then be verified by applying the 

encryption operation to it and comparing the result with 

and/or recovering the message:  

 

m = VERIFY (s) = s e mod n 

IV.    RESULTS 

A. Implementation of PGP Encryption in Software 

Results are obtained via methodology as defined above in 

which the PGP encryption algorithm is implemented using 

an Android application. The authorized users will have an 

access to share encrypted locations using this application. 

After getting a request of sharing a GPS location the sender 

will share its encrypted GPS location, this location before 

sharing is encrypted using the public key of the requesting 

user. Upon receiving the encrypted location, the receiver 

will use its private key to decrypt the encrypted location. 

In this way, the communication is made secure without the 

possibility of an intruder spoofing or interfering with the 

GPS packets between the sender and the receiver. The 

Android application designed for the secured sharing of 

GPS location is tested thoroughly and there is no loss of 

data packets or integrity loss found during the process of 

sharing location. The Android application is explained in 

the following sections. 

B. Applications 

The Android application designed for the encryption and 

decryption of the GPS location of the smart container using 

the PGP algorithm can be utilized in a variety of 

applications ranging from encryption of GPS location for 

quad copters to surveillance drones to safeguard its safe 

and secure operations. 

C. GPS Sharing without PGP Encryption Application 

Without the use of the encryption application, there is 

always a vulnerability factor of the GPS packets sent 

across the communication channel to spoofing attacks. In 

the case of smart containers, it will not be possible to 

continue the operations smartly if subjected to spoofing 

attacks. 

D. GPS Sharing with PGP Encryption Application 

With the inclusion of PGP encryption in the GPS 

communication of smart containers, it is a highly time-

consuming and arduous task for the intruders to carry out 

spoofing attacks as the PGP encrypted GPS location can 

only be possible or extracted and spoofed if the private key 

is available. Without the private key, it is not possible to 

decrypt the GPS location.  

E. Authentic Encryption 

As the application is executed by an Android operating 

system, a request inbox is opened; it lists the requesting 

users, who are requesting the approval to be authenticated 

for the usage of the application for encrypted sharing of 

GPS location. Once these users are authenticated by the 

administrator, they are eligible for sending and receiving 

encrypted GPS locations using the Android application. By 

clicking on any of the requesting users will show the user's 

public key which is generated from the email address of 

the requesting user as shown in Figure 8. If the public key 

is selected, the application will retrieve the GPS 

coordinates from the smart container's inbuilt GPS device 

and encrypt them using the requesting user's public key. A 

share button is clicked to share the encrypted GPS 

coordinates of the smart container. When the asking user 

receives the encrypted GPS location, the user's password is 

used as a private key, and the user can decode the GPS 

location using the private key. 

Similarly, the following are the results shown in Figure 7 

i.e., the input bits as input to the encryption model, and the 

time taken in seconds. The graph increases linearly with 

the input bits versus time. At the breaking point in the 

linearity, the time taken is significantly reduced. 

 

 
Figure 7: Encryption Process: Input Bits per Time taken 

 

Also, the graph in Figure 8 shows the key lengths of bits 

against the encryption carried out by the PGP algorithm in 

milliseconds which are usually ranging from 10 
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milliseconds to 100 milliseconds approximately for a bit 

length of 150 bits to 500 bits approximately. The graph can 

also be linearized if the acknowledgment delay in 

receiving the bits is ignored which makes it easy to 

calculate the number of bits to be sent in a specific time by 

making the acknowledgment delay assumed to be zero. 
 

 
Figure 8: Showing Encryption Time Vs Key Length of Bits. 

 

The user will request for GPS location by sending its 

public key for the encryption process. 
 

 
Figure 9: User Request for Location by Sharing its Public Key 

 

Sender before sharing its location will encrypt the GPS 

coordinates of the device. 

 
Figure 10: Location Extracted from the Device Ready for Encryption 

 

 
Figure 11: Message Encrypted Showing Both the Public and Private 

Key of the User 
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V.  CONCLUSION 

In this paper, a complete overview of secured GPS 

coordinates using the PGP encryption algorithm is 

explained. The primary objective of this research is to 

protect the confidentiality of the GPS location of the smart 

containers. PGP encryption used in this research work is to 

provide secured data transmission at both ends. GPS 

signals can only be accessed by the sender and the 

authorized receiver bearing respective private and public 

keys. Smart containers will use the application developed 

during this research work, which will provide them 

immunity against any type of spoofing attacks. PGP 

encryption will decrease the likelihood of finding a 

vulnerability to exploit. 

The PGP algorithm used in this application enables end-to-

end encryption of the GPS packets sent across the 

communication channel to ensure the safety and security 

of the data packets from spoofing attacks. The approval 

and disapproval of selective users by the administrator will 

ensure that only authorized users are allowed to access the 

system. The sharing of GPS coordinates of smart 

containers between authorized users is secured. 
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